

















allowing placement of the more se-
cure biometric device on entry control
points where a security compromise
can not be tolerated.

MERGING CREDENTIAL TECHNOLOGIES

In most cases, a single credential
technology is used throughout the en-
tire EACS. But this is not always true. It
is becoming common for a systems inte-
grator to merge two (or more) technolo-
gies onto a single credential.

One example: An end user wishing to
upgrade to another card technology but
unable to replace all of the existing card
readers and cards in a single budget
cycle. New readers are installed while
new, multitechnology cards are issued
to all new cardholders and reissued to
those needing access to the specific en-
try control points using the new tech-
nology. This allows for a planned cross-
over to a new technology, while all new
readers and existing legacy readers are
gradually replaced over time.

Another example: Company A has
a large EACS using proximity cards.
Company B has a smaller EACS using
magnetic stripe cards. Company A ac-
quires Company B. The systems inte-
grator provides a dual technology card
to be issued to employees of the new,
joint operation who need to travel be-
tween the two facilities, eliminating the
need for them to carry two cards until
the two systems are fully integrated.

INTEGRATING EACS, PHYSICAL DEVICES

Although electronic access control
is the generic term for the technology
discussed so far, almost without excep-
tion the EACS will need to control me-
chanical devices such as locks, doors,
gates and turnstiles. Normally the ma-
jority of the entry control points will be
doors and they will be controlled with
some type of locking device that can
be controlled with the application or
removal of power.

Although magnetic locks are rela-
tively easy to install and are especially
useful on pairs of doors with no center

mullion, they do fall under the “access
controlled egress doors” requirement.
Therefore, additional functionality
must be specified to meet basic life-
safety code requirements. Magnetic
locks are considered fail-safe so they
will release and allow access to con-
trolled areas during a power failure.
In most cases, this would be serious
breach of security.

If an electric strike will work, use it.
No additional features will be required
and the reliability of a good quali-
ty strike will provide years of service.
Two important factors must be remem-
bered: First, if the door is fire-rated,
then the strike must carry a similar rat-
ing; second, to avoid problems with oth-
er codes the strike must be fail secure to
ensure the door will stay latched (not
necessarily locked) during a fire.

When a door is part of an opening in
a smoke or fire partition (wall), the door
must remain closed and latched (again
not necessarily locked) at all times.
When an electric strike is used and the
door is unlocked for extended periods
by the EACS, the door is, in fact, not
latched. Electric latch sets and knob sets
operate by releasing the knob or handle
on the locked side of the door to allow
access by retracting the latch. Because
of this operation, any time the door is
closed it is latched whether it is locked or
not. These devices are normally the only
proper way to control a stairwell door.

TURNSTILES ARE STILL EFFECTIVE
Turnstiles have been used for almost
100 years to control crowds. Their pri-
mary purpose is to prevent traffic from
flowing in two directions. In other
words, when a door is opened for some-
one to exit, another person may enter
just as easily. A turnstile prevents this
two-way effect from occurring.
Hip-high turnstiles (above) allow
large volumes of traffic to move quick-
ly through an access point. When cou-
pled with an entry control device,
many turnstiles can be lined up in a
row and control access with very little

traffic to move quickly through an access
point. Coupled with an entry control device,
many turnstiles can be lined up in a row and
control access with little supervision.

supervision. However, some supervi-
sion is, of course, necessary to prevent
unauthorized persons from simply
hopping over the turnstile.

Full height turnstiles provide excel-
lent protection at remote entry points
to parking areas and building perime-
ters. They should not be mistaken for an
anti-tailgating device since several per-
sons may move through the turnstile at
the same time.

START PUTTING IT INTO EFFECT

As a practical exercise, review what
has been discussed in Parts 1 and 2 of
this series. Use the fictitious American
Products, Pomona Facility site survey
and floor plan and begin to expand on it
by specifying in more detail of the EACS
hardware and entry point controls re-
quired to meet the end user’s needs.
Don't be surprised if you decide on a dif-
ferent ICP configuration.

Part 3 of this series will explore the
various software solutions available to
develop a complete EACS for this exam-
ple application. L]

Steven Gibbs has more than 30 years’ experience in
access control systems, performing installation, system
design, project management and training functions. He can
be contacted at (248) 373-8469 or steve @ dvdrviravel.com.
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